


















Operator IT Disaster Recovery Plan - <insert Operator name>
Your guide to developing a plan to help you protect your business and get it back on track in the event of an IT outage. 
We have developed this Operator IT Disaster Recovery Plan template to help you manage and meet your obligations under the Container Collection Agreement (CCA).
The information contained in this template is general in nature and if you are unsure as to how it applies to your obligations under the CCA, please contact your Network Lead for general enquiries or for legal advice please contact a legal professional.
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1.2 Purpose

The purpose of this IT disaster recovery plan is to ensure that the operator can continue to meet the contractual requirements for the IT Infrastructure and POS System, which are essential for delivering Container Collection Services. This plan is crucial for keeping the business operational during IT outages or disruptions, minimising downtime, and ensuring continuity in key services. The IT systems support the core functions of container processing, tracking, and customer account management, making their availability critical to business success and contractual compliance.
This plan will:
· Outline a risk assessment that identifies the risks to the IT Platform, Infrastructure and POS System, ensuring that any vulnerabilities are addressed to minimise the possibility of outages.
· Define and prioritise critical business functions, such as container processing, manifest generation, and the use of the Member Number system, ensuring these operations can continue even during an IT disruption.
· Detail the immediate response requirements for a critical incident, outlining specific steps to follow in the event of an IT outage, including manual workarounds and communication protocols to manage operations while systems are down.
· Detail strategies and actions to stay in business, including robust backup procedures, regular system maintenance, and recovery strategies to restore services as quickly as possible.
· Outline the review and update requirements for the IT DRP to regularly ensure that it remains effective and aligned with evolving business needs and technology updates.
[bookmark: _Toc181873199]1.3 Scope
Define which systems and processes are covered by this plan, including locations and departments. For example, weather event or weather warning, software issues, internet service, system updates (COEX and laptop/iPad), planned power outages, Systems - POS, freight (Agiloft).
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1.4 Glossary
List key terms and their meanings to ensure everyone understands the language used in the plan.
	Term
	Definition

	IT Disaster Recovery Plan (IT DRP)
	IT disaster recovery is the process of maintaining or reestablishing vital infrastructure and systems following a disaster or outage. An IT DRP includes policies, tools and procedures with a focus on IT infrastructure supporting critical business functions.

	Recovery Time Objective (RTO)
	The time from which you declare a crisis/disaster to the time that the critical business functions must be fully operational to avoid serious financial loss. Recovery Time Objective is the critical period before business losses occur.

	IT Infrastructure
	Hardware
· Desktop computers
· Tablets / Laptops / iPads (including accessories like chargers and ports)
· Servers
· Switches
· Mobile Phones
· Digital Counters (this may include ART, Anchor Anderson, Alchemy or MIS Stations, etc)
· Reverse Vending Machines (RVMs)

Software
· Applications
· Content management systems (CMS)
· Customer relationship management (CRM)
· Enterprise resource planning (ERP)
· Operating systems (POS)
· Web servers

Facilities
Facilities or physical plants provide space for networking hardware, servers and data centres. It also includes the network cabling in buildings to connect components of an IT infrastructure together.

Network
· Internet Routers / WiFi Dongles
· Networks are composed of switches, routers, hubs and servers. Switches connect network devices like routers, servers and others on local area networks (LAN). 



[bookmark: _Toc181873201]1.5 Key Contact Sheet
Include any extra information, such as contact lists or detailed procedures.
· Emergency Contact List: [List key contacts for quick reference].
· Additional Resources: Include the role, responsibilities and the location of the contact
	Name
	Contact Number & Email
	Role
	Responsibilities
	Location 

	
	
	Disaster Recovery Lead
	Oversees execution of the plan and updates it as needed.
	

	
	
	IT Support
	Fixes technical issues and helps restore systems.
	

	
	
	Operations Manager
	Coordinates manual processes and communicates with staff.
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	




	
	
	



[bookmark: _Toc181873202]2.0 Risk Management Planning
[bookmark: _Toc181873203]2.1 Risk Assessment Matrix
This section covers how to handle potential risks that could impact your business. You’ll need to list possible issues, how likely they are to happen and what you can do to minimise their impact.
	
	
	
	
	
	

	Risk Matrix

	Likelihood

	
	Rare
	Unlikely
	Possible
	Likely
	Almost Certain

	Consequence
	Catastrophic
	Medium
	Medium
	High
	Extreme
	Extreme

	
	Major
	Medium
	Medium
	High
	High
	Extreme

	
	Moderate
	Low
	Medium
	Medium
	High
	High

	
	Minor
	Low
	Low
	Medium
	Medium
	High

	
	Insignificant
	Low
	Low
	Low
	Medium
	Medium

	
	
	
	
	
	



	
	
	




	
	
	




	
	
	



[bookmark: _Toc181873204]2.2 Risk Assessment
List potential risks that could lead to an outage (e.g., hardware failure, cyber-attacks, natural disasters) and how to manage them. For each risk, think about how likely it is, how big the impact would be and what actions you can take to prevent or reduce the damage. Use the table below to record this information. The following are some examples but you are responsible for assessing and documenting your own risks.
	Risk description
	Likelihood
	consequence
	Level of risk
	Preventative action
	Contingency plans

	Interruption to production processes
· Breakdown of key plant and equipment
· Damage to plant and equipment (e.g. Fire)
	Possible 
	Major
	High
	· Ensure adequate insurance cover is in place, including business interruption and general property
· Set up agreement with suitable suppliers for 24-hour repairs and replacement for key plant and equipment
· Source alternative production site (if location and equipment have been damaged)
	· Immediate access to personal resources whilst waiting for insurance payments

	Burglary/Break-in/Armed robbery
	Unlikely
	Major
	Medium
	· Ensure adequate insurance cover in place including business interruption and general property including theft
· Install alarm and video surveillance camera
· Implement safe cash handing procedures 
	· Keep a list of sources for replacement property/equipment

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	





[bookmark: _Toc181873205]2.3 Data Security & Backup Strategy
This section is to provide COEX with detail relating to how an Operator will store and backup bulk claim arrangement and refund declarations.
	data for backup
	frequency of backup
	backup media / approach
	person responsible
	backup procedure steps

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



	
	
	



[bookmark: _Toc181873206]3.0 Business Impact, Incident Response & Recovery Plan
[bookmark: _Toc181873207]3.1 Critical Business Function Analysis
 In the following table, list the critical business activities that must be performed to ensure your business continues to operate effectively in the event of IT infrastructure being impacted during a disaster or outage. Consider functions performed for staff, vendors and customers. For additional information on the scope of ‘IT Infrastructure’ please refer to definitions in the Glossary.
	function
	business unit / department
	impacted stakeholder

	Function 1
	CRP Operations
	Customers

	Function 2
	Finance
	Employee, Contractors

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	





[bookmark: _Toc181873208]3.2 Business Impact Analysis & Incident Response Plan
Identify critical functions and how long they can be down (Recovery Time Objective) and how much data can be lost (Recovery Point Objective) before your business experiences losses. 
	critical business activity
(Provide more detail that the business functions)
	description
	priority
(Low, Medium, High)
	impact to operation
(Describe impact in terms of collection, financial, staffing, loss of reputation etc)
	recovery time objective
	Preventative / Recovery actions
	resource requirements / outcomes

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



	
	
	



[bookmark: _Toc181873209]3.3 Detailed Disaster Recovery Plan
3.3.1 Communication Plan
Explain how you will communicate with staff, vendors (e.g. logistics providers) and customers during an outage.
	Communication Channel
	Key Steps / Approach:

	Internal Communication
	· Detail process steps eg Use [phone, email, SMS] to keep staff informed.

	Customer / Vendor Notification
	· Detail process steps eg Let customers know about the outage and reassure them that you are still providing services.



3.3.2 Manual Intervention Strategies
Outline how to continue essential functions manually when systems are down.
Manual Operation Procedures
	Procedure
	Describe how to handle key functions manually:

	Container Collection /Counting / Processing
	· Detail process steps
· Detail process steps

	Refund Payment Handling
	· Detail process steps
· Detail process steps

	Inventory / Logging Management
	· Detail process steps
· Detail process steps

	Logistics Management
	· Detail process steps
· Detail process steps

	
	· 



Record Recovery Procedures
Outline the steps to restore records into systems once the issue is fixed.
	Procedure
	Describe Key Steps:

	Assessment
	· Detail process steps
· Detail process steps

	Data Entry
	· Detail process steps i.e. Once the system is back, input all manually recorded transactions carefully 
· Detail process steps

	
	· 

	
	· 
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4. Review, Maintain & Train
[bookmark: _Toc181873211]4.1 Post-Recovery Review
Describe how you will evaluate the incident and improve the plan.
· Review Meeting: Hold a meeting to discuss what worked and what didn’t.
· Feedback: Collect input from staff about challenges faced during the outage.
· Refine: Document outcome of review and feedback and implement improvements to recovery plan. 
· Timing of Review: Annually + Post any incident

[bookmark: _Toc181873212]4.2 Training and Awareness
Plan for training staff on the DRP and running practice drills.
· Training Schedule: Conduct regular training sessions on manual processes.
· Document in Toolbox / Training Record for all applicable staff

[bookmark: _Toc181873213]4.3 Document Maintenance
Explain how and when the IT DRP will be updated.
· Review Frequency: Update the plan [annually, biannually].
· Responsible Parties: [Name/Title of those responsible for updates].
· Update the Document Control table
[bookmark: _5.4_IT_Disaster][bookmark: _Toc114049863][bookmark: _Toc114059150][bookmark: _Toc120101500][bookmark: _Toc188856904][bookmark: _Toc210722675]
[bookmark: _Toc181873214]4.4 IT Disaster Recovery Plan Distribution list
To assist in updating and revising the plan, an up-to-date list of all plan locations and persons supplied with a copy of the plan should be included.
	document version #
	name & email / location
	date sent
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